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Abstract:
An overview of academic articles focused on information security management (ISM) in
higher education institutions (HEISs) is presented. For this purpose, an empirical study
was carried out. The articles found were then analyzed following a methodological
procedure consisted of a systematic mapping study with their research questions,
inclusion and exclusion criteria, selection of digital libraries, and analysis of the
respective search strings. As a result, a set of information security management
frameworks (ISMF) for HEIs were identified. They are based on standards such as ISO
27000, COBIT, ITIL, NIST and EDUCAUSE.

Published in: 2019 3rd Cyber Security in Networking Conference (CSNet)

you agree to the plabDetaenidebithe EEECONHlos: TS learn 202080k ad 0UORI BNety ROBRN19.9108845

More Like This

https://ieeexplore.ieee.org/document/9108845/authors#authors

More Like This

Information security issues in educational
institutions

2020 15th Iberian Conference on
Information Systems and Technologies
(CISTI)

Published: 2020

Security of Data on E-waste equipment to
Africa: The Case of Ghana

2019 International Conference on
Communications, Signal Processing and
Networks (ICCSPN)

Published: 2019

Show More

Accept & Close

1/3



http://www.ieee.org/
http://standards.ieee.org/
http://spectrum.ieee.org/
http://www.ieee.org/sitemap.html
https://innovate.ieee.org/Xplore/Subscribebutton
https://innovate.ieee.org/Xplore/Subscribebutton
https://www.ieee.org/cart/public/myCart/page.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/public/createwebaccount/showCreateAccount.html?sourceCode=xplore&car=IEEE-Xplore&autoSignin=Y&signinurl=https%3A%2F%2Fieeexplore.ieee.org%2FXplore%2Flogin.jsp%3Furl%3D%2FXplore%2Fhome.jsp%26reason%3Dauthenticate&url=https://ieeexplore.ieee.org/document/9108845
https://ieeexplore.ieee.org/browse/conferences/title/
https://ieeexplore.ieee.org/xpl/conhome/9106988/proceeding
https://ieeexplore.ieee.org/Xplorehelp/ieee-xplore-training/working-with-documents#interactive-html
https://ieeexplore.ieee.org/author/37088415299
https://ieeexplore.ieee.org/author/37085879419
https://ieeexplore.ieee.org/author/37085807864
https://ieeexplore.ieee.org/author/37086066515
https://ieeexplore.ieee.org/author/37086066637
https://ieeexplore.ieee.org/xpl/dwnldReferences?arnumber=9108845
https://ieeexplore.ieee.org/alerts/citation
https://ieeexplore.ieee.org/document/9108845
https://ieeexplore.ieee.org/document/9108845/authors
https://ieeexplore.ieee.org/document/9108845/references
https://ieeexplore.ieee.org/document/9108845/keywords
https://ieeexplore.ieee.org/document/9108845/metrics
https://ieeexplore.ieee.org/document/9108845/similar
https://ieeexplore.ieee.org/xpl/conhome/9106988/proceeding
https://doi.org/10.1109/CSNet47905.2019.9108845
https://ieeexplore.ieee.org/document/9141014/
https://ieeexplore.ieee.org/document/9150166/
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjssAbSiV1nXpuaBLrG-oq8Ljd6pSAze3ZI1lmzJH2dnBzWiCHf8Q0ln4tOBtiTMpZk33AZuvI5L04jVa2WOOQDb2aqvzmWKcLymfz19xyz0a5_i4mWIKGN9K8wtBsTlWPRzCcXWTdw2Mric2ITe6uZeC607u-X_dfRpx83iFC0wOx0bvwrkZh0uPDFSgldFB7MkV49_YPiBLzbTu7-0qbBunS7YirVGJ2GWqn0xiQwazmmjDyDqnyGIpzR6BCiI6VWKxAudafropzvt-lxD2o9wdHMvD5jt8sxmvLRPRP_wvx-YzCmoNHc5fxts&sig=Cg0ArKJSzP7wd1L3IUsm&adurl=https://innovate.ieee.org/tips-to-access-your-organizations-ieee-xplore-subscription-when-working-remotely/%3Futm_source%3DXplore_Document_Details%26utm_medium%3D300x600%26utm_campaign%3DRemote_Access_Tips
https://ieeexplore.ieee.org/search/advanced
https://ieeexplore.ieee.org/Xplore/home.jsp
https://www.ieee.org/about/help/security_privacy.html

1/20/2021 Information Security Management Frameworks in Higher Education Institutions: An Overview - IEEE Conference Publication

ISBN Information: Publisher: IEEE

Conference Location: Quito, Ecuador,
Ecuador

Jorge Merchan-Lima
Departamento de Eléctrica, Electronica y Telecomunicaciones, Universidad de Cuenca,
Cuenca, Ecuador

Fabian Astudillo-Salinas
Departamento de Eléctrica, Electronica y Telecomunicaciones, Universidad de Cuenca,
Cuenca, Ecuador

Luis Tello-Oquendo
College of Engineering, Universidad Nacional de Chimborazo, Riobamba, Ecuador

Franklin Sanchez
Departamento de Electrénica, Telecomunicaciones y Redes de Informaciéon, Escuela
Politécnica Nacional, Quito, Ecuador

Gabriel Lopez
Departamento de Electronica, Telecomunicaciones y Redes de Informacién, Escuela
Politécnica Nacional, Quito, Ecuador

Dorys Quiroz
Departamento de Ciencia de la Computacion, Universidad de las Fuerzas Armadas
ESPE, Quito, Ecuador

‘= Contents

l. Introduction

Higher education institutions (HEIs) are a specific type of organization
with particular requirements. The goals of HEIs are mainly education
and research. Also, as other organizations, they depend on information

technology (IT) since jt issl@ﬁ%f%' @Smﬁ‘(ﬂ\ﬁ@é{oﬁ?gvmes- Data in HEIs

are considered as a V! ry high-\/nllm asset in informatior security
management (ISM), which consist of teaching, learning, scientific
research, administrative management, public service, and cultural,
among other data.
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