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Abstract:
An overview of academic articles focused on information security management (ISM) in
higher education institutions (HEIs) is presented. For this purpose, an empirical study
was carried out. The articles found were then analyzed following a methodological
procedure consisted of a systematic mapping study with their research questions,
inclusion and exclusion criteria, selection of digital libraries, and analysis of the
respective search strings. As a result, a set of information security management
frameworks (ISMF) for HEIs were identified. They are based on standards such as ISO
27000, COBIT, ITIL, NIST and EDUCAUSE.
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I. Introduction
Higher education institutions (HEIs) are a specific type of organization
with particular requirements. The goals of HEIs are mainly education
and research. Also, as other organizations, they depend on information
technology (IT) since it is used for their everyday activities. Data in HEIs
are considered as a very high-value asset in information security
management (ISM), which consist of teaching, learning, scientific
research, administrative management, public service, and cultural,
among other data.

Sign in to Continue Reading

Jorge Merchan-Lima
Departamento de Eléctrica, Electrónica y Telecomunicaciones, Universidad de
Cuenca, Cuenca, Ecuador

Fabian Astudillo-Salinas
Departamento de Eléctrica, Electrónica y Telecomunicaciones, Universidad de
Cuenca, Cuenca, Ecuador

Luis Tello-Oquendo
College of Engineering, Universidad Nacional de Chimborazo, Riobamba, Ecuador

Franklin Sanchez
Departamento de Electrónica, Telecomunicaciones y Redes de Información,
Escuela Politécnica Nacional, Quito, Ecuador

 Contents

IEEE websites place cookies on your device to give you the best user experience. By using our websites,
you agree to the placement of these cookies. To learn more, read our 

Accept & Close
Privacy Policy.

https://ieeexplore.ieee.org/document/9108845/similar
https://ieeexplore.ieee.org/author/37088415299
https://ieeexplore.ieee.org/author/37085879419
https://ieeexplore.ieee.org/author/37085807864
https://ieeexplore.ieee.org/author/37086066515
https://ieeexplore.ieee.org/author/37086066637
https://ieeexplore.ieee.org/author/37088414570
https://ieeexplore.ieee.org/author/37088415299
https://ieeexplore.ieee.org/author/37085879419
https://ieeexplore.ieee.org/author/37085807864
https://ieeexplore.ieee.org/author/37086066515
https://www.ieee.org/about/help/security_privacy.html


1/20/2021 Information Security Management Frameworks in Higher Education Institutions: An Overview - IEEE Conference Publication

https://ieeexplore.ieee.org/document/9108845/authors#authors 3/3

IEEE Personal Account

CHANGE USERNAME/PASSWORD

Purchase Details

PAYMENT OPTIONS

VIEW PURCHASED DOCUMENTS

Profile Information

COMMUNICATIONS PREFERENCES

PROFESSION AND EDUCATION

TECHNICAL INTERESTS

Need Help?

US & CANADA: +1 800 678 4333

WORLDWIDE: +1 732 981 0060

CONTACT & SUPPORT

Follow

  

About IEEE Xplore | Contact Us | Help | Accessibility | Terms of Use | Nondiscrimination Policy | Sitemap | Privacy & Opting Out of Cookies
A not-for-profit organization, IEEE is the world's largest technical professional organization dedicated to advancing technology for the benefit of humanity.

© Copyright 2021 IEEE - All rights reserved. Use of this web site signifies your agreement to the terms and conditions.

References 

Keywords 

Metrics 

Gabriel Lopez
Departamento de Electrónica, Telecomunicaciones y Redes de Información,
Escuela Politécnica Nacional, Quito, Ecuador

Dorys Quiroz
Departamento de Ciencia de la Computación, Universidad de las Fuerzas Armadas
ESPE, Quito, Ecuador

IEEE Account

» Change Username/Password

» Update Address

Purchase Details

» Payment Options

» Order History

» View Purchased Documents

Profile Information

» Communications Preferences

» Profession and Education

» Technical Interests

Need Help?

» US & Canada: +1 800 678 4333

» Worldwide: +1 732 981 0060 

» Contact & Support

       

A not-for-profit organization, IEEE is the world's largest technical professional organization dedicated to advancing technology for the benefit of humanity. 
© Copyright 2021 IEEE - All rights reserved. Use of this web site signifies your agreement to the terms and conditions.

About IEEE Xplore Contact Us| Help| Accessibility| Terms of Use| Nondiscrimination Policy| Sitemap| Privacy & Opting Out of Cookies|

IEEE websites place cookies on your device to give you the best user experience. By using our websites,
you agree to the placement of these cookies. To learn more, read our 

Accept & Close
Privacy Policy.

https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/payment/showPaymentHome.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/tips/getTipsInfo.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
tel:+1-800-678-4333
tel:+1-732-981-0060
https://ieeexplore.ieee.org/xpl/contact
https://www.facebook.com/IEEEXploreDigitalLibrary/
https://www.linkedin.com/showcase/ieee-xplore
https://twitter.com/IEEEXplore?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://ieeexplore.ieee.org/Xplorehelp/about-ieee-xplore.html
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp/Help_start.html
https://ieeexplore.ieee.org/Xplorehelp/accessibility-statement.html
https://ieeexplore.ieee.org/Xplorehelp/Help_Terms_of_Use.html
http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/ieee-xplore-sitemap
http://www.ieee.org/about/help/security_privacy.html
https://ieeexplore.ieee.org/author/37086066637
https://ieeexplore.ieee.org/author/37088414570
https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/address/getAddrInfoPage.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/payment/showPaymentHome.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/vieworder/showOrderHistory.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/tips/getTipsInfo.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp/about-ieee-xplore.html
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp/Help_start.html
https://ieeexplore.ieee.org/Xplorehelp/accessibility-statement.html
https://ieeexplore.ieee.org/Xplorehelp/Help_Terms_of_Use.html
http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
https://ieeexplore.ieee.org/xpl/sitemap.jsp
http://www.ieee.org/about/help/security_privacy.html
https://www.ieee.org/about/help/security_privacy.html

